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Thought Exercise
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If you received a call right now from your CIO/IT Director telling you your
organization has been hacked, do you know your next 5-10-100 steps?

Who will you call for assistance?
— Do you have contact info

Who do you need to notify?

Who can help us right now?

How much is this going to cost?

What critical data do we store?

What systems are critical for operations?

What systems need to be addressed first?

Do we have manual processes for critical activities?



VILLAGE OF SCHAUMBURG

PROGRESS THROUGH THOUGHTFUL PLANNING

c
O

Q
%)
c
o
o
)
Q
o
oN

Prevent

1.




Defense-In-Depth Model @
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Defense-In-Depth (DiD)
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Layered Cybersecurity
Defense Framework
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THE SWISS CHEESE
CYBERSECURITY DEFENSE-IN-DEPTH MODEL

RECOCNIZING THAT NO SINGLE INTERVENTION 15 SUFFICIENT TO PREVENT HARM
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EACH INTERVENTION (LAYER) HAS IMPERFECTIONS (HOLES).
[MLTIFE'E LATEES IMPEOVE SUCCESS. ADRFTED FROM THE Polff CHEESE RIFFIRATORY WIRLY
PANDEMIC DEFENTE
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— System Hardening



Prevention-System Hardening d
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e EMS-End-Point Management System-Anti-virus, anti-malware
everywhere

 [DS-Intrusion Detection Systems-Monitors network traffic for
anomalies and DDosS attacks. Sends alerts.

 |IDR-Intrusion Detection and Response-Automates detection and
response to unusual activity

 Multi-Factor Authentication-Something you know and
something you have

 User Authentication Controls
 Access Controls-ID card system
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— System Hardening

— Create a sense of paranoia
* Mock phishing attack
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CAUTION: This email is from outside the organization.
Use caution before opening any links or attachments.

A file has been shared with you.

Flease view the Health Care Coverage Changes prior to open
enroliment later this year.

W] 2023 Health Care Coverage Updates

Thig link will giving viewing access for anyene in City of Schaumburg - IL Atcher
Municipal Center.

=. Microsoft Privacy Statement
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Suspicious Activity Report

Microsoft 365 Security Team <noreply@mcrosoft365-secure.net=

e mm e G A
ue 5/28/2024 9:55 AN

Te: Peter Schaak <pschaak@schaumburg.com>

Use caution before opening any links or attachments.

CAUTION: This email is from outside the organization.

le-Microsoft 365 Logo.

Suspicious Activity Report

A new device just attempled to access your app using pschaak@schaumburg.com from
an unusual location. If this was you, ignore this notification, no action is required.

IP: 4323972 %
Location: Kolkata, India

If this wasn't you, pleaze Deny Access Now.

Microsoft 365 Security Team

Privacy Statment

Microsoft Corporation, One Microsoft Way, Fedmond, W 98052
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* Prevention
— System Hardening

— Create a sense of paranoia
* Mock phishing attack

» Response
— Incident Response Plan
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* Prevention
— System Hardening
— Create a sense of paranoia
» Mock phishing attack
* Response
— Incident Response Plan
— Cybersecurity Report Card



Cybersecurity

VILLAGE OF SCHAUMBURG

PROGRESS THROUGH THOUGHTFUL PLANNING

Inciuge in Next | Replacement Funcs
|Emart Priarity Description | Cumrens status Impact Estimated Cost | VMO Priority | Dumtion FY Busget o New Maoney
ing services i backup
solistion. Funds include prepaation and aneiysis of A fie o cther Gestrucive evest could destroy archival
Backup Stratesy Design Hizh methc and implementaton project records with no m i 000 L] 2000 Months N New/Repiacement
A fie o cther Gestrucive evest could destroy archival
Backup Practice Hizh Or-premizz and cloud backup practics and '_lecnluswmmm 000 YN 3000 Months N New/Repiacement
Aftomated syztems thet manage HVAL and cther building " ould be
Buikding Automation High COnrol Systems. hargened. 3000 i) X0 Monkths i) j ment
Engaging with 2 3rd perty Consutant to review oybersecurity
Si-arnua) 3ra pary review of Cyseranity ast pmctics practices willidentity process and practice improvements
Review sizh i i 2 extermal panetration tests. Bcross o azpects of ity practice $o001 W 200¢ Morths wn Hew/Reiscement
Reguire muti-factor suthentication for sl network WMFA Sgni ” ,
Himh i Requirec for i e 000 /L] 3000 Monkhs i New/Reoiscemant
Sirgle point of failure for most spplications 2nd serices. A
nardware feilure or Suicing emergency wil a’me many
i oo il
resuts nambmlugm-se nfmosn::fmmns
virl'.nl Infraztructure Storage Higt Storage for virtual senvers and des BN senit 0 N 200 Menths Hew/Realzcement
Insurance Mecium i 3 Lirmif i So000 kL] 300 Months
{confizur i Medium ic current and best practices Lack of consi: i i direction. So000 Al 300 Months
g ¥
Network Access Control [MAC) Megium are aliowed to connect to the network. Frevents Lnknown cevices from conn. $o001 W 00 Morths W Hew/Reiacement
Asility to quickly restore server hardware using
Sarver Configuration Manager Mecium Documents senver configuration and monitars o tocumentartion and orovides alerts for unauthorized chanzes. 3000 000 Morths Hew/Reniscement
i z ‘Active
Active Directory Tool sizh Tooks to monitor and mansss chanzss to Active Dirsctory irectony 20001 7] 200¢ Morths HN
Fotch Management it Keea all network ttached devices p Unpaiched devices are commeon sourte for exploitation. 000 i 33 Months New/Renlzcement
SRFict RANGEND: NG CoRErok for Rekwark connectty from
Remote Access Control High Enhanced security for i remote iocations. 000 k70 200 Months N
SCADA System sizn wmter utlity control system. Wwater control system st be kep i $o001 00 Morths Hew/Reiacement
ceification of 2 ity
Security Event Monitoring High fatomated evice state and svent iogs. Events. So000 Al 3000 Months ¥
Dewslooment Fractice Mecium mncand i k alications. is of cyber security. So000 3000 Months New/Reniacement
ppkcation to i will
efminate operationsl interuptions in the event of an
|otr-site Megium Fecuncant nsed erwironment for cor i 50008 it 3 Morkhs N L menit
ity stance of
Service Frovider Compliznce Mecium icters [e 2 Muniz, Suczes: Eactors, Megturs, Grarinz] Annal i 23001 7] 300 Worths Wi
Thircperty F f ¥
Support Vendor Compliance Mecium standarcs. Ensure mru-pmmonsuleucﬂ 000 L] 2000 Months N New/Repiacement
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|oftice 253 Bacho Low 0353, 000 k7L 00 Morths 7L
[ T=chnicat Training Low Formal training for [T staft to meintsin knawledse and skills. oS lending to weskened cydersecurity stance. $000 k7L 00 Morths k7L Hew/Reizcement
Training for end uzers on how to identity and nespond ta cyber
Endl User Cybersecurity Training. High End-user initisted ore i 53008 tN 3 Morkhs N L menit
Enciooint Protection Hizh eni-virs_srt-malware snc-gevice protection Frotect end oainks from S0 i 200 Morths N
Facility Controis [Prox) High Centraily Robust method to manaze facility acoess. 000 L] 2000 Months N New/Repiacement
Cperating a rozust, fully supported, unified threst
| Firwall Protection High managsmment firswall. Pris network figels). 52000 TN 2000 Monkhs TN New/Reolscement
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Regustary [T, P, HIFAR] Low Satistach Comaliance pations Fossible cata oresches. 53001 i 300 Months Hew/Reolzcement
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Cybersecurity

Backup Strakesy Desien Ensinesrine

Enginesring senvices to design and recommend & backup
solution. Funds include preparation and analysis of
procusment methd snd implemenkston projact manassmsnt

Backup Practios

Cr-premize and cloud Deckup practics and methodaliory

Buildine Automation

Indepenident Review

Muki-Fector Suthentication

Autorrted syztems thet mansge HYAL and other building

Ei-annual 3rd party review of oyberseourity best practices
including imternal ard extemal penestration bests.

Raguire rruki-factor suthentiostion for sll nebaork
ConnaCtions.

wirtual Infrastnacture Stores

Storaze for virbusl sersers and deskiops

CyDer=arurity Insurance

GOVEMENCE |Confizuretion dooamisntation)

Metwork Acoess Conkrol [HAC]

Wi=dium

INSLrEnCE 2 = plmml] casts

Doosmentat

Metaork device management sysberm to control which devices
are alkowed o conmect bo the network.
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Include in Mext | Replacement Funds
Impact Esfimated Cost | WO Priority | Duration FY Budget or New Money

4, fire or okher dectnuctive et ooulc destroy mrchival
oS With R0 merhanism Lo repisce freoover. S YN HH Mionths ¥iM Hmw B moleosmant

A, fine or other destructive event could destroy archival

records with o mechanism o replsce recover. SN YN XN Mionths ¥iM Hmw /R Eniscemant
Thess sysbems ane known attack vechors that should be
ha ridariad. SO0 i 3K Months M HewRenlscement

Ensapging with & 3rd party consultant o review oy berseourty

prasctices will identify process and practice imporovements

soross &l aspects of oybereournty practics. 300 YN 200 Mionkhs s Hew /' Reolscemant
S0

MFA significanthy rediscss commaon Oyberseourity atiacks.
Required for oyberseourity insurance

Singhe point of failure for maost applicabions and serices. 4
hardwnre failure or bulding emerzznoy will dsable memy
nppl-z:inm. A ':-i;"n"r:nnt emenzency event [I‘ir:_. fload) will
results in & weeaks to mdonths long cutsse of most soplications

YN HH Mionths ¥iM Hmw B moleosmant

s SandcEs, S0, TN B Months M ey moiece et
Limits financial ssposurs. SO0 i 3K Months M HewRenlscement
Lack of consistenoy in vision and direction. S YN Haw hdionths ¥ Hmw /3 malao= et
PrevveEnts URknown devices from connactine. S0, YN N bdionths ¥iN M /R Enisce mant
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* Prevention
— System Hardening
— Create a sense of paranoia
» Mock phishing attack
* Response
— Incident Response Plan
— Cybersecurity Report Card

— Tabletop Exercises
* Practice, Practice, Practice
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Questions??
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Thank You!
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