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Thought Exercise

If you received a call right now from your CIO/IT Director telling you your 
organization has been hacked, do you know your next 5-10-100 steps?

• Who will you call for assistance?
– Do you have contact info

• Who do you need to notify?
• Who can help us right now?
• How much is this going to cost?
• What critical data do we store?
• What systems are critical for operations?
• What systems need to be addressed first?
• Do we have manual processes for critical activities?
• ...



Two Lanes

1. Prevention
2. Response



Defense-In-Depth Model



Defense-In-Depth Model



Prevention-Things You Should Be 
Doing Now...

• Prevention
– System Hardening



Prevention-System Hardening

• EMS-End-Point Management System-Anti-virus, anti-malware 
everywhere

• IDS-Intrusion Detection Systems-Monitors network traffic for
anomalies and DDoS attacks. Sends alerts.

• IDR-Intrusion Detection and Response-Automates detection and 
response to unusual activity

• Multi-Factor Authentication-Something you know and
something you have

• User Authentication Controls
• Access Controls-ID card system



Prevention-Things You Should Be Doing 
Now...

• Prevention
– System Hardening
– Create a sense of paranoia

• Mock phishing attack







Response-Things You Should Be Doing 
Now...

• Prevention
– System Hardening
– Create a sense of paranoia

• Mock phishing attack

• Response
– Incident Response Plan



Response-Incident Response Plan



Response-Things You Should Be Doing 
Now...

• Prevention
– System Hardening
– Create a sense of paranoia

• Mock phishing attack

• Response
– Incident Response Plan
– Cybersecurity Report Card



Response-Cybersecurity Report Card







Response-Things You Should Be Doing 
Now...

• Prevention
– System Hardening
– Create a sense of paranoia

• Mock phishing attack
• Response

– Incident Response Plan
– Cybersecurity Report Card
– Tabletop Exercises

• Practice, Practice, Practice



Questions??



Thank You!
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